Unzversita del Piemonte Orientale
Centro Studi Interdipartimentale
sulla Criminalita 1 ﬂfw’/ﬁm‘zm
Convegno

“Processo penale ¢ Criminalita Informatica: Una nuova

realta dopo la mz‘z_ﬁm a’e//d__ Convenzione di Budapest”

Dott. '\S_ergz'o Staro

V' OA della Polizia Postale ¢ delle Comunicazioni
Alessandria, 16 settembre 2009




azione sul territorio nazionale

omunicazioni

* TRIESTE
& Gorizia
4 Pordenone

.

> . B
- ——

b
ﬂ‘.

® PESCARA
& Chisti
& L'Aquila

& Teramo

® CAMPOBASSO

& Isernia o BARI
- ® PERUGIA 7 e 4 Brindisi
r Pf‘a . A Terni / f 4 Foggia
L
11 T, - " A Lecoe
» ROMA - / & Taranto

& Frosimone "

a Latina ) o Y o

i ; - ;
& Rioti : Y e -
& Viterba & NAPOLI v .

L T ‘ ® POTENZA
- & Maters

A Sassari - b Al

® PALERMD . a

A Bgrigento ey
& Caltanissatta)
a Enna

& Trapani




on

Copyright
« E-Commerce
* E- Banking

* Giochi e scommesse on line (legge 266,/°05)
* Hacking

* Pedofilia On Iine

» Protezione infrastrutture critiche
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1l file di Log

File Maodifica Formato Visualizza i

host37-235. pool80181. interbusiness. it - — [09/Jun/2004: -
13:37:21 +0200] "GET S HTTR/1L.1" 403 286 "-" "mMozilla/s4 =
.0 C{compatible; MSIE &.0; Windows WNT 5.1)"host37-235. poolB8018l1. interbusiness. it — -—
[09/3un,/2004 :13:39:13 +0200] "GET / HTTP/1L.1" 403 286 "-" "Mozilla/s4.0 (compatible;
MSIE 6.0; Windows NT 5.1)"host37-235. poolB801E8l. interbusiness. it - - [09/Jun/2004:1
2:52:41 +0200] "GET / HTTP/1.1" 403 286 "-" "Mozilla/ 4.0 {(compatible; MSIE 6.0; Win
dows NT 5.1)"host37-235.pool801l8l. interbusiness. it — — [09/0Jun//2004:13:52:46 +0200]
"GET / HTTP/1.1" 4032 2B ""-" "Mozillas4.0 (compatible; MSIE &.0; Windows NT 5.13"h
ost3I7—-235. poolBO0181 . interbusiness. it - - [09/3un//2004:13:55:15 +0200] "GET , HTTP,/1
1" 200 1575 "-" "mozilla/s4.0 {compatible; MSIE 6.0; windows NT 5.1)"host37r-235. poo
TBﬂlsl.ﬁnterbUEﬁﬁEEE.ﬁt - — [UngUHfEDD4213:55:18 +0200] "GET /Spicturedl. jpg HTTP,/1
1" 200 130982 "hrtop:/ weww. provocazioni.it’ ‘Mozillas4.0 (compatible; MSIE 6.0; win |
d0w5 MNT 5. 1}“h05t3? 235. pnc 80181. interbusiness. it - — [O09un//2004 :14 :00:24 +0200]
"GET J/ HTTP/1.1" 304 — ™ "Mozilla/4. 0 (compatible; MSIE 6.0; windows NT 5.1)"hos
TI7-235. poolB01l8l. interbusiness. it — — [09/Jun//2004:14:00:24 +0200] "GET pictureldl
-jpg HTTP//1.1" 304 — "http:/ vwwaw. provocazioni.it” "mozillas4.0 (compatible; MsSIE 6.
O; Windows NT 5.1)"host37-235.pool8&0181l. interbusiness. it - - [DQfJUHfEDD4:I4:DD:24
+0200] "GET Spicturell. jpg HTTP/1.1" 304 -— “http SSwww . provocazioni. it "Mozilla/ 4.
O {compatible; MSIE &6.0; Windows NT 5.1)"host37-235. pnﬂ EDlEl interbusiness. it — -
[O9/ Jun,/2004 :15:27:05 +0200] "GET / HTTP/1.1" 304 -— "Mozillas4.0 (compatible; ™
SIE 6.0; windows NT 5.1)"host37-235. pGDTEDlBI interbusiness. it — — [092un/ 2004 :15:
27 :05 +0200] "“"GET S HTTP/1.1" 304 - ™ M02111af4 0 {compatible; MSIE 6.0; windows
NT 5.31)3"host37-235. pooTBDlBl 1nterbu51ﬂess it - — [092un/2004 :15:27:05 +0200] "GE
e fp1cture01 jpg HTTP/1.1" 304 — %3 Mﬂz111af4 O {compatible; MSIE &.0; wWindows NT
5.1 "host37-235. pﬂDTBDlEl 1nterbu51ne55 it - — [09/ 2un/2004:15:27 : 05 +0200] "GET
picturedl. jpg HTTP/1.1" 304 - "-" "Mozilla/,4.0 (compatible; M5IE 6.0; windows NT 5.
1) "host3IF-235. pﬂﬂTBDlBl interbusiness.it - - [09/Jun/S2004:23:08:34 +0200] "GET / HT
TP/1.1™ 304 — ‘Mozillas4.0 (compatible; MSIE 6.0; windows NT 5.1)"host37-235. po
0180131 interbusiness. it - - [09/Jun/s2004:12:35:18 +0200] "GET / HTTP/1.1" 403 2B&
=" "Mozilla /4.0 (compatible; MSIE 6.0; windows NT 5.1)"host37-235. pool80181. interb
usiness. it — — [09/Jun/2004:13:54:19 +0200] "GET / HTTP/1.1" 403 286 "http:.// we.reg
ﬁSter.ﬁtfcpfﬁntrﬂ_hﬂme.htm1?dﬂmaﬁndﬂmaﬁnp=prﬂv9cazﬁﬂnﬁ.ﬁt&dﬂmaﬁncndeq=3f12884925412
" "mMozillasa.0 (compatible; MSIE 6.0; windows WNT 5.1)"host37-235 PDD BO181. interbus
iness.it — - [09/Jun/2004:17:09:27 +0200] "GET / HTTP/ 1.1" 304 — "-" "Mozillas;4.0 [
compatible; MSIE &.0; wﬁndcws NT 5.1}”h05t3?—235.pﬂﬂTBDlBl 1ntEPbu51nE55.ﬁt - — [O9
SlunyS2004 117 109:27 +0200] "GET Spicturedl. jpg HTTP/1.1" 304 - """ "Mozilla/4.0 (com
patible; MSIE ©.0; Windows NT 5.1} "host37-235. pﬂ&TBDlBl interbusiness.it - — [09/3u
2004 :22:51:17 +DEGD]“GET S HTITP,/1.1" 304 — "-" "Mozilla/4.0 (compatible; MSIE 6.0;
W1ndnw5 NMT 5.13"host37Ff-235. p00130131 1ﬁtEFbu51HE55 it - — [09/0unS 2004 :22:51 17 +02
o00] ""GET fp1ctureDl.]pg HTTP/1.1" 304 — "Mozilla/ /4.0 (compatible; MSIE 6.0; wWin
dows NT 5.1)"host37-235. ponTBDlEl 1nterbu51ne55 it — — [O92unS2004 122 :58:06 +0200]
"GET /S HTTP/1.1" ZI04 - O M02111af4 0O (compatible; MSIE 6.0; wWindows NT 5.1)"host
IF-235. pGGTBDlEl interbusiness. it - — [09/Jun//2004:22:58:068 +0200] "GET / HTTP1.1"
304 — =" "Mozillasa4.0 (compatible; MSIE 6.0; wWindows NT 5.1)"host37-235. poolB80181.7 —
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|3*—235.pDDTBGlSl interbusiness. it — — [09°3uns2004:22:58:068 +0200] "GET / HTTPS1.1"

1 file di Log

----- R | ————

File Mlodifica Formato Vizualizza

hDStEa—EES.pDDTBGlBl.1nterbusﬁness.ﬁt - — [O9/2un/ 2004 : -
13:37:21 +02007] "GET / HTTP/A1.1'" 403 286 "-" "Mozilla 4
.0 {compatible; MSIE &.0; wWindows WNT 5.13"host37-235. po0lE801E8l. interbusiness. it — -
[09/3un/2004 :13:29:13 +0200] "GET J HTTPS1L.1" 403 286 "-" "Mozillas4.0 {(compatible;
MSIE &.0; wWindows WNT 5.12"host37-235. pool1801El. interbusiness. it - - [09/Jun/s2004:1
2:52:41 402007 "GET / HTTPS1L.1" 403 286 '"-'" "Mozillas 4.0 {compatible; MSIE &.0; win
dows NT 5.12"host37-235.pool80181.interbusiness. it — — [09°03un//2004:13:52:486 +0200]
"GET / HTTPRS1L.1" 403 286 "-" '"Mozillas4.0 {compatible; MSIE &.0; windows NT 5.13'"h
ost3I7-235. pool80181 . interbusiness. it — — [093un//2004:12:55:15 +0200] "GET ,/ HTTP./1
-.1" 200 1575 "-=-" '"Mozillas4.0 {compatible; MSIE &.0; windows NT 5.12"host37-235. poo
TBGlSl.ﬁﬂterbUEﬁHEEE.ﬁt - - [ngjunfzﬂﬂd:lB:SS:lB +0200] "GET /Spicturedl. jpg HTTR. 1
1" 200 130982 "htop: /S vweaw. provocazioni.dit’ ‘Mozillas4.0 {cnmpatﬁbTe; MSIE &.0; win
dDrE MNT 5. l}”hDEtEr—EES pDD 50181, interbusiness. it — — [09°2un//2004 :14 :00:24 +DEDG]
"GET / HTTP/1.1" 30k "Mozdl g 4. 0 {cumpat1b1@, MSLE S.g0; w1ndnrs NT 5.12%"hos

TIF-235. pDDTBGlgB 'GET Spicture0l
2 i m r1ﬁ’ m atibl e- MSIE &.
g il un 2GG4 14 Q024

-jpg HTTPA1L.1"
O; windows NT S5.13"

+02007] "GET p1ctureDl jpg HT TP /1. 1" 3G4 — '"http 'f . provocaziond. it MDZ111&’4.
o] l_-::n:lnn'rpn.aﬂ.'_‘lt::n"l-ca, MSI Esﬁ 03 windows NT st 37 235 poo EGlSl dr1 ;bu51n655.1t - =

[09/ 2uns2004 : 15¢ S%h%a a# w 0 {cnmpa‘t‘lb'le, ™
AaZ1 rIr.}ltlﬁil::urr|;:|a|Lt-| =

STE 6.0; ﬁ1ﬂdﬂh [O9 Jun 2004 :15:
27 0% +DEDD] "GET | SIE &.0; windows
NT 5.1 "k DstEr—EEE pDDTBGlBl 1Hterbus1ness.1t - [09 2uns2004 :15:27:05 +G2GG] "GE
T spicture0l.j fa l“ 304 ¢ "¢ "Mozillas4.0 {cumpat1bWE' MSIE &.0; windows NT
5. 13" host37F —23;‘p (mH] 1Hess it - — [09°2unA2004 :15:27 :05 +DEDD] "GET
picture0l. jpg ga, ljpgfl 1ozillas4.0 {cnwpat1b1€‘ MSIE &.0; wWindows NT 5.
l}“hDSt3 —235 pD B 1. 7nterbusiness. it — — [09Jun2004:23:08:324 4+02007] "GET / HT
TP A1.1" 304 — "Mozillas4.0 (compatible; MSIE &.0; windows NT 5.12"host37-235. po
DWBGlBl interbusiness. it - - [09°2uns2004:12:25%:18 +0200] "GET / HTTP/1.1" 402 284
= "mMozdllasal 0 {cnwpat1b19' MSIE &.0; windows NT S5.13"host37-235.pool 80181, interh
usiness.it — — [09/2unA2004:13:54:19 +0200] "GET S HTTRS1.1" 403 286 "http:./ S we.reg
ﬁSter.ﬁtfcpfﬁntru_hnme.htmT?dDmaﬁndDmaﬁnp=pruunca2ﬁnn1.1t&duma1chde?=3f12884925412
" "mMozillasa.0 {compatible; MSIE 6.0; windows WNT 5.13"host37-235 PDD BO181.interbus
iness.dit — - [095°2un 2004 :17:09:27 +0200] "GET / HTTPA1L.1" 204 — """ "Mozillas4.0
compatible; MSIE &.0; windows NT 5.13"host37-235. pool180181. interbusiness. it - - [09
Slun2004 17 :09: 27 +0200] "GET Spicture0l. jpg HTITE/1.1" 204 — "=" "Mozillas4.0 {com
patﬁbTe; MSIE &.0; windows NT 5.l}”hDStS?—235.pDDTBDlSl.ﬁnterbUSﬁHESS.ﬁt - — [@9.,3u
20041 22:51 117 +0200] "cET /f HITE,/1.1'" '304 — """ "Mozilla/4.0 (compatible; MSIE &.0;
w1ndDr5 NT 5. l}“hDSt3r—235 pDD1EQlBl 1nterbu51ne55 At - — [09590unS2004:22:51 17 +02
00] "GET Spicture0l. jpg HTTERS1L.1" 304 - V=" "mMozillas4.0 {cnmpat1b1€, MSIE &.0; wWin
dows NT 5. l}“hDEtEr—EES pDDTBDlSl 1ﬂterbu51ne55.1t - — [09/°2unN/ 2004 :22:58:068 +0200]

"GET / HTTP//1.1" 304 - M Mozillas4. 0 {cuwpat1b1e, MSIE &.0; wﬁndDWS MT 5%.17%"host

m

304 - "=" '"Mozillas4.0 {compatible; MSIE &.0; wﬁnduwﬁ NT 5.12"host3r—-235.poolB0181l. - —
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e 1997 0

(FBI - Chase Manha

* 2000-1 : Dialogo con le industrie
(Parigi — Berlino - Tokyo)

« 2005 :TTE sulle IC
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e investigativa

* rete 24 /7




Nel 1997, i Minis
si rivolsero al Gruppo di Lione pe
crescente problema del crimine informatico
transnazionale.

Il Gruppo di Lione convoco il primo meeting del
Sottogruppo High-Tech Crime.




Ricono
crimine informatico e d
internazionali

= ] “Ten Principles”

o Sviluppo di misure legislative globali sostanziali e
processuali che escludano i “paradisi informatici”;

g Addestrameto ed allocazione di risorse dedicate;

efinizione di protocolli per la celere cooperazione
roceduralale ed operativa



Designate 24/7 Points @
Take steps to increase training and resout
Review Legal Systems

Develop solutions for data preservation and access to data

Develop expedited procedures for obtaining traffic data across
international borders and passing data internationally

Develop compatible forensics standards

Encourage security standards and technology



Una lista c
Carattere sperimentale

In grado di assicurare una celere risposta per il
contrasto del crimine High Tech

Allo scopo di integrare senza sostituire i canali

rnazionali tradizionali



* Ogni Stati membro deve identi

* I1 Punto di Contatto deve essere disponibile 24h/7gg attraverso
telefoni mobili e fissi, fax, email, ecc.

* I1 Punto di Contatto ¢ responsabile della ricezione e dell’inoltro delle
richieste di cooperazione da/verso i Paesi membiri.




Ree Punt di

e Reclutamento internazionale

> 1999 — 8
»> 2000 — 16

> 2009 — 52 (aprile)




* Training Conferences

» Roma, marzo 2003  (23)
» Roma, ottobre 2006 (42)
» Roma, in corso di programmazione




Per I’Italia le funzioni sono svolte dal Serv

Polizia Postale e delle Comunicazioni




Il Servizio Polizia Postale e delle Comunicazic
organo centrale del Ministero dell’Interno per la
sicurezza e la regolarita dei servizi delle
telecomunicazioni




Each Party shall designate a pa
day-a-week basis, in order to ensure the provi
assistance for the purpose of investigations or proceedings cot
criminal offences related to computer systems and data, or for the
collection of evidence in electronic form of a criminal offence. Such
assistance shall include the following measures:

- the provision of technical advice;

- the preservation of data pursuant to Articles 29 and 30;

- the collection of evidence, the provision of legal information, and

ing of suspects.




* A Party’s point of contact shall have the capacity to
communications with the point of contact of another Party on an
expedited basis.

* If the point of contact designated by a Party is not part of that
Party’s authority or authorities responsible for international
mutual assistance or extradition, the point of contact shall ensure
that it is able to co-ordinate with such authority or authorities on

expedited basis.




* Each Party shall ensure that trained and equipped
personnel are available, in order to facilitate the operation
of the network.




298. (...) effective combating of crimes committed by use of compu
and effective collection of evidence in electronic form requires very rapid response.
(...) For this reason, existing police co-operation and mutual assistance modalities
require supplemental channels to address the challenges of the computer age
effectively. The channel established in this Article is based upon the experience
gained from an already functioning network created under the auspices of the G8
group of nations. (...) It was agreed that establishment of this network is among
the most important means provided by this Convention of ensuring that Parties
ffectively to the law enforcement challenges posed by computer- or




of contact

police unit specialised in fighting computer- or computer-
crime,

(...) due consideration should be given to the need to communicate
with points of contacts using other languages.

301. (...) it must have the ability to co-ordinate expeditiously with
other relevant components within its government, such as the
central authority for international extradition or mutual assistance,
ropriate action may be taken at any hour of the day
2 requires each Party’s 24/7 contact
nications with other



302. Paragraph 3 requires each point of ca

have proper equipment.
(...) also requires that personnel participating as part of a Party’s
team for the network be properly trained regarding computer- or
computer-related crime and how to respond to it effectively




tivi (pedofilia on line)

e Siti monitorati

nir

» Siti pedofili
segnalati
allPestero

> Siti pedofili chiuss

m Italia

luglio 2009






